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Objective

Compilation vs program analysis :
@ Compilation : generate code (with the “same” semantics).
@ Program Analysis : infer properties, prove absence of bugs.

» Programs are inputs.

Inspiration for slides : M2 course Program Analysis, D. Monniaux, D. Hirschkoff.
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Program analysis & Abstract Interpretation

Typical questions we want to ask/bugs to avoid
@ x:=a/b make sure that b £ 0.
@ x:=t[i] make sure that i is within the bounds of t.
@ i:=i+1 make sure there is no overflow.

or more complex properties.

Fully automatic !
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Come back on dataflow

o Come back on dataflow

e A bit of theory

:
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Come back on dataflow

Liveness

entry

Block ¢

ewit

] if ¢ = final

L‘/:ezit (6) =
U{LVentry (€)|(€,£) € flow(G)}

LVentry(€) = (LVeait(0)\Killpy (€)) U genpy (£)

» “Backward” set of recurrence equations.

:
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Come back on dataflow

Available expressions

entry

Block ¢

ewit

] if £ = init

AEentry(g) ==
(WAEeait(£)[(€,0) € flow(G)}

AE0it(0) = (ABEentry(O\Killag(£)) U genap(0)

» “Forward” set of recurrence equations.

:
Laure Gonnord (M1/DI-ENSL) Compilation and Program Analysis (#9): Abstract Interpretation 2016 «6/40 —



Come back on dataflow

Common points

@ Computing growing sets from () via fixpoint iterations. (or
the dual)

@ Sets of equations of the form (collecting semantics) :

= U rs

' eekE

where f is computed w.r.t. the program statements

» S is an abstract interpretation of the program.

:
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A bit of theory

0 Come back on dataflow

@ A bit of theory
@ Computing invariants
@ Two problems to solve
@ Computing Invariants in infinite height lattices.
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A bit of theory

Concrete semantics : refreshing memories

Program control points are denoted by ¢ € £. Environnements
assign values to variables.
Operational semantics :

@ Recursive equations involving sets of environments.

@ The fixpoint yieds a function of type £ — P(Var — Val).
(set of possible memory states of each variable at each
line).

» Concrete semantics = least fixpoint. It exists
(Knaster-Tarski’s theorem). No hope to compute it.
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A bit of theory

Concrete semantics-revisited

cos(y) <z —x:=x+1

rFy —y=y*

Semantics of the programs as transition systems :
@ A state is a pair (k, Val) :

Val : Var — N

e Varis [0,...,d — 1] (finite set, d vars)
o NisN, Z,Q
@ Initial states : (kinit, allv).
+ “transition relation” (concrete) denoted by —.

:
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A bit of theory

Computing concrete semantics-reachability

Notations :
@ X concrete states, (o a state).
@ X C X : set of initial states.
@ reachable states : o is reachable iff :

dogy € X o9 —* 0o

@ RX)={yeX|IreXz—y}
@ X, : set of states reachable in at most n steps : Xy = ¥,
X1 =2 U R(Eo), Xo=3%gU R(Eo) @] R(R(EO)), etc.

» The sequence X is ascending for C. Its limit (= the union of
all iterates) is the set of reachable states.

:
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A bit of theory Computing invariants

0 Come back on dataflow

© A it of theory
@ Computing invariants

:
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A bit of theory Computing invariants

Computing concrete semantics-iterative computation

Remark X,,11 = ¢(X,,) with ¢(X) = 3¢ U R(X).

How to compute efficiently the X,, ? And the limit ?
@ Explicit representations of X, (list all states) : If X finite, X,
converges in at most || iterations.
@ else, we have to cope with two problems :
e Representing the X;s and computing R(X;).
e Computing the limit?
> X = Ug"(Xy) is the strongest invariant of the program
» Looking for overapproximations : X, C X,z also called
invariant.
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A bit of theory Computing invariants

Invariants for programs

» {x € N,0 < z < 100} is the most precise invariant in control
point 1oop.

:
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A bit of theory Computing invariants

Inductive invariants
(Inductive) invariant : set X of states s.t. ¢(X) C X : with

HX)=XoU{yeX|IreXz—y}

Properties :

@ If X et Y two invariants, thensois X NY.

@ ¢ monotonic for C (if X C Y, then ¢(X) C ¢(Y)).

@ (X NY)C¢(X)C X, same for Y, thus

pXNY)CXnNnY.

@ Same for intersections of infinitely many invariants.
» Thus the strongest invariant can be defined as the
intersection of all invariants. This invariant satisfies ¢(X) = X,
it is the least fixed point of ¢.
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A bit of theory Computing invariants

Back to our problem

Given a program (or an interpreted automaton), find inductive
invariants for each control point : Recall : a state is a pair

(pc, Val) :
Val : Var — A@

» We want to compute Ifp(¢) with
p(X)=XoU{yeX|Ire Xz -y}

and — entails the concrete semantics of the program.

This is unfeasible in general

:
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A bit of theory Two problems to solve

0 Come back on dataflow

© A it of theory

@ Two problems to solve

:
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A bit of theory Two problems to solve

Representing sets of valuations

First problem to cope with : represent sets of valuations

Val : Var — N

@ Varis [0,...,d — 1] (finite set, d vars)
e NisN, Z, Q

» Find a finite representation | abstract value/abstract
domain.
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A bit of theory Two problems to solve

Computing R

Second problem to cope with : computing the transition
relation

R, X)={(,2)|Fz € X and (¢, z) — (¢, 2')}
@ X is a (representation of a) set of valuations

@ — is the program transition function (the semantics)

» We have to adapt — into an abstract semantics —%. R will
be changed into R¥.

:
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A bit of theory Two problems to solve

Some examples of abstractions

For numerical values, we can abstract P(Var — Val) by :
@ Signs
@ Constant+Value / Non Constant
@ Intervals (Boxes)
@ More complex shapes (see later).

The function used to abstract elements of P(Var — Val) is
denoted by a and called abstraction.
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A bit of theory Two problems to solve

Two examples : signs and constants

Credits : Pierre Roux for Onera.

:
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A bit of theory Two problems to solve

Abstraction, concretisation for signs

Abstraction : o is ?

Concretization : Lattice :
-
v(T) =2 RN

A(> 0) = [0, +oof
2(0) = {0} 0
(L) =0 L

:
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Exemple de calcul du point fixe abstrait

ox = rand(0, 12);;y = 42; 4 X=x—2 3
while 2(x > 0) {
IX =X — 2;
sy =y +4; y=y+4 x>0
}s
0 1 2
x = rand(0, 12) y =42 x <0
Rgl:+1 = Tn'r
R = RET [x 5> 0]
R2n1+1 _ Rf"+1 [y »—)2 0] \_Igr
_ Ry=RIW (2 0)
R§'+1 = RgH—l [x — R§'+1(x) nt > 0]
R =RE [xo RET () - (2 0)]
R§'+1 _ RgH—l [X s RgH—l ﬂn < 0]

23/1



Exemple de calcul du point fixe abstrait

ox = rand(0, 12);;y = 42; 4 X=x—2 3
while 2(x > 0) {
IX =X — 2;
sy =y +4; y=y+4 x>0
}s
0 1 2 5
x = rand(0, 12) y =42 x <0
RE™ =Ty IR R R R
ni+1 _ ﬁH—l 0 0 (J_,J_)
R§;+1 R(;H—l bei=> 0] ] 1] (L,1)
R2 = Rl R [y ’_>> 0] unr 2 (J_, J_)
R RwEeo] s )
R§t+1 _ Rgl'-H [x o R§.:+1(X) Nt > 0] g EL:L;
R£l+1 _ R§l+1 [N R§1+1(X) 4 (2 0)]

i i+1 i+1
REFY — RETT [x — RET R < 0]



Exemple de calcul du point fixe abstrait

ox = rand(0, 12);1y = 42; 4 X=x—2 3
while 2(x > 0) {
IX =X — 2;
sy =y +4; y=y+4 x>0
}s
0 1 2 5
x = rand(0, 12) y =42 x <0
REY = T 1| R R:' R R
P pe o (LD (T
R§;+1 R(;H—l ber=>0l ] 1] (L41)
R2 = Rl R [y ’_>> 0] unr 2 (J_, J_)
R RwEeo] s )
R =R [xm R0 1 > o 5 EL: L;
R£l+1 _ R§I+1 [N RgH—l(X) 4 (> 0)]

i i+1 i+1
REFY — RETT [x — RET R < 0]
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Exemple de calcul du point fixe abstrait

ox = rand(0, 12) ;1y = 42; X=X 2 3
while 5(x > 0) {
IX =X — 2;
5=y +4; y=y+4 x>0
}s
0 1 2 5
x = rand(0, 12) y =42 x <0
M = 20 Ve
RE™ =RE [y =2 0]U, 2 | (L,1) '
R RI0FEO] s LD
RET =R ko RET gm0 g EL: L;
R = RET x o RET ) (2 0)]

i i+1 i+1
R§l+1 _ RgH— [X!—) R§’+ ﬂn < 0]
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Exemple de calcul du point fixe abstrait

ox = rand(0, 12);1y = 42; L X=X 2 3
while 2(x > 0) {
IX =X — 2;
4y =y +4; y=y+4 x>0
}s
0 1 2 5
x = rand(0, 12) y = 42 x <0
gl _ ptitl 0 (L1 (T.7)
R1ti+1 B R(;iﬂ bei=>0] " 1| (L1) (=0T
R2 = R1 . [y H> 0] Uny 2 (J_7 J_) (2 0,> 0)
R [y = R () + 2 0)] 3| (L)
R Y o ST I F i
R = RET x o RET 0 (2 0)]

i+1 i+1 i+t
R = R s 5 e <o) (>0,>0) L, (L. 1)

—"F

ONERA
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Exemple de calcul du point fixe abstrait

ox = rand(0, 12);;y = 42; L X=X 2 3
while »(x > 0) {
IX =X — 2;
sy =y +4; y=y+4 x>0
}s
0 1 2 5
x = rand(0, 12) y =42 x <0
R T I
g+l _ it ; :
R§i+1 N R(;H—l b2 0] " 11 (LL) (=0,T)
Ry " =R{ "ly—=0]u, 2| (L, 1) (=0,>0)
- R y= R+ o) ; (f i) (>0,>0)
RET =R [k RET om0 g ELL;
RI = RE [xm RET () - (2 0)]
RE =R [ RET T < 0]
L A N Y



Exemple de calcul du point fixe abstrait

ox = rand(0, 12);;y = 42; PRk 2 3
while 2(x > 0) {
X =X — 2; _ A
sy =y +4; y=y-+ x>0
}s
0 1 2 5
x = rand(0, 12) y =42 x <0
M~ 20 VWD G
Ry =Rl [y o> 0Lk, 2| (L,1) (20,20
L Hledodes) 300 G
RET =R [xm RET 00 g El:l; (120
R = RET o RET ) (2 0)]

i i+1 i+1
RETFY — RET [ RET < ]

ONERA
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Exemple de calcul du point fixe abstrait

ox = rand(0, 12);;y = 42; L X=X 2 3
while 2(x > 0) {
IX =X — 2;
5=y +4; y=y+4 x>0
}s
0 1 2 5
x = rand(0, 12) y =42 x <0
R T I
gitl _ it : ,
R§i+1 N R(;H—l bx == 0] " 1] (L,1) (=0,T)
Ry " =R{ "ly—=0]u, 2| (L, 1) (=0,>0)
R eRWEEo] 3 LD (2020
R =R e R zo] 5| (1) (020
Rf':“ - R§’Z“ [x~ R_,’f"fl(x) ~ (> 0)]
RS:nLl _ R§l+1 {X'—) szHrl !_I: < 0}
. A TR



Exemple de calcul du point fixe abstrait

ox = rand(0, 12);1y = 42; L X=X 2 3
while 2(x > 0) {
IX =X — 2;
sy =y +4; y=y+4 x>0
}s
0 1 2 5
x = rand(0, 12) y =42 x <0
Ré':i = Tar 1] R R R RE
R{;i+1 - R§i+1 bei=>0] (1J Ei: i; (;TE):TT)) o
Ry =Rl "Iy == 0L 2| (L,1) (20,>0)
R eRWEEo] 3 LD (2020
R =R s R w0 ) (020
R£i+1 _ R§i+1 [X N RgH—l(X) 4 (> 0)]

i i+1 i+1
R§'+1 _ RgH— [X!—) RgH— ﬂn < 0]

. A TR



Exemple de calcul du point fixe abstrait

ox = rand(0, 12) ;1y = 42; X=X 2 3
while 5(x > 0) {
IX =X — 2;
sy =y +4; y=y-+4 x>0
}s
0 1 2 5
x = rand(0, 12) y =42 x <0
ikl it 0] (L,1) (T, 1) (T,7T)
S L 1| (LD Gom (o)
Ry " =R{ "ly—=0]u, 2| (L, 1) (=0,>0)
R eRWEEo] 3 LD (2020
R§'+1 =rRi [X = RE T x> 0] 5 EL L; ((02/ 0))
B R o R0 o)

i i+1 i+1
RETY — RETT D RETH < ]

P TSP /1



Exemple de calcul du point fixe abstrait

ox = rand(0, 12);1y = 42; 4 X=x—2 3
while »(x > 0) {
IX =X — 2;
sy =y +4; y=y+4 x>0
}s
0 1 2 5
x = rand(0, 12) y = 42 x <0
R Lo . (f’ﬁi) (f’i) (f’n-zr) ak
n’+ — nH— ) ] )
R =R b2 1 (L) Gom (0T
Re =R ly—=2 01U 2| (L,1) (3020 (T,>0)
R RWEE0] 3 L) (2020
R =R s R w0 5 (01 (020
R R e 17 o)
i+1 i+1 i+1
RET = RET [xm R P < of (>0,>0)Lk, (T,>0)
/h?‘ 23/1



Exemple de calcul du point fixe abstrait

ox = rand(0, 12);;y = 42; 4 Xx=x—-2 3
while 5(x > 0) {
IX =X — 2; _ 2
sy =y +4; y=y+ x>0
}s
0 1 2 5
x = rand(0, 12) y =42 x <0
R§i+1 = Tllr I ‘ Rluo Rlul Rluz RI’:S
AL AN vl Coh e
Ry " =Ry ~ly—=>0lls 2| (L1) (2020 (T,>0)
Ry RmYeo] s (L) 020 (5020
R;'.H _ Rgl.+1 {X . R2j.1+1(x) nt > 0} : (L:L) (07’2/0)
R R e 1) )

i i+1 i+1
R§'+1 _ RgH— [X!—) RgH— ﬂn < 0]
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Exemple de calcul du point fixe abstrait

ox = rand(0, 12);;y = 42; PRk 2 3
while 5(x > 0) {
X =X — 2; _ 2
sy =y +4; y=y-+ x>0
}s
0 1 2 5
x = rand(0, 12) y =42 x <0
R§i+1 = THI‘ I ‘ Rluo Rlul Rluz RlﬁS
AL AN vl Coh e
Re =R ly—20lty 2| (L1) (2020 (T,20)
Rily»Rim o] 3 (L) Goz0 G020
i+1 i+1 i+1 5 y 2 s 2
R§'+ = R§'+ [XH R§'+ (x) M# > o] 5| (L) (050
R = RET o RET ) (2 0)]

i i+1 i+1
R§l+1 _ RgH— [X!—) RgH— ﬂn < 0]
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Exemple de calcul du point fixe abstrait

ox = rand(0, 12);;y = 42; L X=X 2 3
while 5(x > 0) {
IX =X — 2;
5=y +4; y=y+4 x>0
}s
0 1 2 5
x = rand(0, 12) y =42 x <0
R§i+1 = Tllr l ‘ Rluo Rlul Rluz RluS
dl gt o[ (LD) (.O (.1
M TR b2l 1 (L) Gon o
Re =R ly—20lUy 2| (L1) (2020 (T,20)
Rily»REM+ 0] 3| (L) (2020 (2020
i P i 4 | (L, L (T,20) (T,20)
R§.+1 :Rg"*'l [x'—>R§.+1(x) Hﬁ20] 5 EL,L; (0, > 0) (£0.>0)
R =R s BRI 0 (2 0)]
RS:nLl _ R§l+1 {X'—) szHrl !_I: < O}
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Exemple de calcul du point fixe abstrait

ox = rand(0, 12);1y = 42; 4 Xx=x—-2 3
while 5(x > 0) {
IX =X — 2;
sy =y +4; y=y+4 x>0
}s
0 1 2 5
x = rand(0, 12) y =42 x <0
R ALt
it — RrY ) ) ) )
M TR b2l 1 (L) Gon o
Ry =Ry ~ly—=>0lls 2| (L1) (2020 (T,>0)
Rily»REM+ 0] 3| (L) (2020 (2020
i i i 4 1,1 T,>20 T,20)
R} .“ = R! '“ [x — R§_+1(x) nt > 0] : EL, L; ((07 2 0)) ((< 6 0)
A [x RET (x) —¢ (= 0)]

i i+1 i+1
R§'+1 _ RgH— [X!—) RgH— ﬂn < 0]
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Exemple de calcul du point fixe abstrait

ox = rand(0, 12) ;1y = 42; 4 Xx=x—-2 3
while 5(x > 0) {
IX =X — 2;
sy =y +4; y=y-+4 x>0
}s
0 1 2 5
x = rand(0, 12) y =42 x <0
R i
! _ ﬁ' ) ] ) )
S L 1| (LD Gomn om0
Ro =R ly—==01U 2| (L1) (2020 (T,>0)
Ry~ RED 0] 3 (L) (Goz0 (2029
i+1 i+1 i+1 5 y Z y Z
R =R o Rtz 0] 5| (1) (000 (Coeg)
B = R e 0 )

i i+1 i+1
R§l+1 _ RgH— [X!—) RgH— ﬂn < 0]

L e



Exemple de calcul du point fixe abstrait

ox = rand(0, 12);1y = 42; L X=X 2 3
while 5(x > 0) {
IX =X — 2;
sy =y +4; y=y+4 x>0
}s
0 1 2 5
x = rand(0, 12) y = 42 x <0
i~ i
u' — n' b i) H )
Rl,i+1 B R(;i+1 bei=> 0] " 1] (L,L) (=0,T) (=0,T) (=0,T)
ke =R =20l 2| (L,1) (3020 (T,20) (T,>0)
R [y Ry () + (> 0)] ; &, B ((>To,> >0<;) ((>To,> >0<;)
i+1 i+1 i+1 5 y 2 ) Z
R§_+ :Rgf [Xl—)Rg. (x) nbo] 5| (U1) (050 (<020
R =R s B 0 = (2 0)]

i i+1 i+1
RETY — RETT D RETH <]

(2 07 2 0) ufn‘ (T7 2 0)
/N} _ OMERA 23/1




Exemple de calcul du point fixe abstrait

ox = rand(0, 12);;y = 42; 4 Xx=x—-2 3
while »(x > 0) {
IX =X — 2; _ 2
4y:y+4; y=y-+ x>0
}s
0 1 2 5
x = rand(0, 12) y =42 x <0
g e AN (ias
n' — n' b i) H )
Rl =R bzl 1] (L) Gom (0T (>0,T)
Ry =Rl " ly—>0Ui, 2| (L1) (3020 (T,>0 (T,>0)
R ye R0+ 2D Goz0 G020 (Go>0
R =R s Rtz 5 | (0 050 (<00
R =R [ RET ) (2 0)]

i i+1 i+1
R§'+1 _ RgH— [X!—) RgH— ﬂn < 0]
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Exemple de calcul du point fixe abstrait

ox = rand(0, 12);;y = 42; 4 X=x—2 3
while 2(x > 0) {
X =X — 2; _ 2
sy =y +4; y=y-+ x>0
}s
0 1 2 5
x = rand(0, 12) y =42 x <0
R§l+1 = THI‘ I ‘ Rluo Rlul Rluz RluS
dil _ gt o[ (LD (T.O (T.O (1D
Rl =R bzl 1] (L) Gom (0T (>0,T)
Ry =Rl " ly—>0Ui, 2| (L1) (3020 (T,>0 (T,>0)
Ry~ RED 0] 3 (L) Go>0) (2050 (0>0
i i i ) y = y = -,2
R} .+1 =R} .+1 [X — R§'+1(X) nF > 0] 5| (L,1) (0,20) (<0,>0)
R = RET o RET ) (2 0)]

i i+1 i+1
R§l+1 _ RgH— [X!—) RgH— ﬂ“ < 0]
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Exemple de calcul du point fixe abstrait

ox = rand(0, 12);;y = 42; 4 X=x—2 3
while 5(x > 0) {
IX =X — 2;
5=y +4; y=y+4 x>0
}s
0 1 2 5
x = rand(0, 12) y =42 x <0
i
n'+ e n'+ b Hl H )
S L 1] (L) Gom (0T (>0,T)
Ro =R ly—=0lU 2| (L,1) (3020) (T,20) (T,>0)
Rilym REW+ 0] 3| (1) (2020 (3020 (2020
i i i 4 | (L,1) (T,>20) (T,>20) (T,>0)
R =R e RO 20 5 | (01 (020)  (<020) (<0.-0)
Rfl'ﬂ - Rgﬁl [x — R_,’f'fl(x) S 0)]
RS:nLl _ R§l+1 {X'—) szHrl : < 0}
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Exemple de calcul du point fixe abstrait

ox = rand(0, 12);;y = 42; 4 Xx=x—-2 3
while 2(x > 0) {
IX =X — 2; _ 2
sy =y +4; y=y+ x>0
}s
0 1 2 5
x = rand(0, 12) y =42 x <0
KIS L
u' — ﬁ' b i) i) )
S L 1] (L) Gom (0T (>0,T)
Ro =R ly—>0lU 2| (L,1) (3020) (T,20) (T,>0)
Ry~ RED 0] 3 (L) Go>0) (2050 (0>0
R =R e RO 0] | (1) 020)  (<020) (£0.20)
R R e 1) )

ni+1 _ ni-%—l ﬁH—l 4 . . .
Re =FR [XH Re < 0] On a atteint le point fixe!

B P PP



A bit of theory Two problems to solve

Abstraction, concretisation for constants

Abstraction : «is ?
Concretization : v is ?

Lattice :

Not constant -.

i //\\

[ e 99 .. 1 0 1 - 99 -

\\ e
1

Unreachable -~

:
Laure Gonnord (M1/DI-ENSL) Compilation and Program Analysis (#9): Abstract Interpretation 2016 « 23/40 —



Exemple de calcul du point fixe abstrait

ox = rand(0, 12) ;;y = 15; X=x—y
while »(x > 0) { 6 5 4
y=y+38
3y =y /2;
X =X—-Y; x<0 y=vy/2
sy =y +38;
}6
0 1 2 3
x = rand(0, 12) y =15 x>0
RgiJrl:an

Rf'+1 _ RgH»l [X — T]

R =RET o 18] L,
RE [y RE () +7 8

R§i+1 _ RgH—l

RE = R Ty R )]

R§i+1 _ R£i+1 [xr—> R§i+1(x) ¢ R§i+1(y)]

R§i+1 _ Rgl'-%—l

/.‘} _Onera 20/1



Exemple de calcul du point fixe abstrait

ox = rand(0, 12) ;;y = 15; X=x—y
while »(x > 0) { 6 5 4
y=y+38
3y =y /2;
X =X—-Y; x<0 y=vy/2
sy =y +8;
}6
0 1 2 3
x = rand(0, 12) y =15 x>0
i+1 R R R
Rg :an (L,’L) L L

Rf'+1 _ RgH»l [X — T]

i+1 i+1
RE™ =R{" [y~ 15U,
RE [y RE () +7 8
i+1 i+1
Ry =R}
l+1_ ﬁ'+1
=R [

CUTAEWN R O —
—
=
[
N

R} y R§i+1(y)/”2] (L)

it1 it1 i+1 i1
RET =R [x o R0 R ()

ﬁi+1 o i+1
R =R}

/.‘} _Onera 20/1



Exemple de calcul du point fixe abstrait

ox:rand(O, 12);1y:15; X=X-—-Y
while »(x > 0) { 6 5 4
y=y+38
3y =y /2;
X =X—-Y; x<0 y=vy/2
sy =y +8;
}6
0 1 2 3
x = rand(0, 12) y =15 x>0
ji+1 RI° RV RY
Ro ., = Tar oD (1D

i+1 i+1
Rf i+1 - Rg i+1 [X - T]
[} 1
RE™ =R{" [y — 15U,

CUTAEWN - O —
—
=
[
N

5 1, L
gi+1 gi+l (1)
R =R! (L 1)
i+l pit1 git1 " (L, 1)
R{" =R DHR w)/%2]
i+1 i+1 i+1 i+1
RET = RE [ RET 00— RET )]

gitl i+1
R =R}

/.‘} _Onera 20/1



Exemple de calcul du point fixe abstrait

ox = rand(0, 12);;y = 15; X=x—y
while »(x > 0) { 6 5 4
y=y+38
3y =y /2;
X=X —Y; x <0 y=vy/2
sy =y +8;
Y6
0 1 2 3
x = rand(0, 12) y =15 x>0
i+1 R R R
Ro = To T mn

i+1 i+1
R} L RY . [x > T]
1 1
RE™ =R{" [y~ 15U,

(L, L) (7,7

CUTAEWN R O —
—
=
[
N

5
gi+1 gi+l (i’i)
R =R! (L 1)
i1 it1 i1 1,1
R =R, bwﬂ /2] (4 1)
i+1 i+1 i+1 i+1
RET = RET [ RET 00— RET )]

gitl i+1
R =R}

L N



Exemple de calcul du point fixe abstrait

oX = rand(O, 12) iy = 15; X=X-—-Y
. 6 be————"—4
while >(x > 0) { y=y+8
3y=y/2;
X=X —y; x <0 y=y/2
sy =y +8;
}6
0 1 2 3
x = rand(0, 12) y =15 x>0
Rui+1 - ! Rluo F"lﬁl F"I’iz
R(;iJrl N R;f+1 0 (LvL) (TvT)
1, = 0. [X = T] 1 (J-vJ-) (TvT)
R§1+1 _ R{Hrl [y s 15] Ufm 2 (J_,J_) (T, 15)
#i 4i " 3| (L,1)
R [y RE (v) + 8] 2| (L)
Rui+1 _ Rni-%—l 5 (L L)
3 2 . ’
Rﬁlﬂ _ R§,+1 [y o Rulﬂ(y)/ﬁQ] 6 | (L,1)
RET = RE xR0 -5 RE ()] t
Rgl+1 _ RgH—l (T7 15) um, (J_, J_)

L A N



Exemple de calcul du point fixe abstrait

ox = rand(0, 12) ;;y = 15; 5 5 X=X—y A
while >(x > 0) { y=y+8
3y =y /2;
X=X —y; x <0 y=y/2
sy =y +38;
}6
0 1 2 3
x = rand(0, 12) y =15 x>0
0 1 2

Rf'+1 _ RgH»l [X — T]

(L, 1) (T,T)
i+1 i+1
Ry =Rl [y 15] L,

(L, L) (T,15)

SO WN - O
—
'_
'_
~

i ; , T,15
R§ [y = Rg (v) +4 8} (L, 1) ( )
i+1 i+1
Rni+1 - R§i+1 i+1 Efi;
Ri =R pew /%] ’
i+1 i+1 i+1 i+1
RE" =Ri R 00— Ry ()]

gitl i+1
R =R}

/.‘} __onera 20/1



Exemple de calcul du point fixe abstrait

ox = rand(0, 12) ;;y = 15; X=x—y
. 6 be—————14
hil
Wlez(j>0):{ y=y+8
3y =y /2;
X=Xy, x<0 y=vy/2
sy =y +8;
}6
0 1 2 3
x = rand(0, 12) y =15 x>0
i+1 1| R R R
Ry = o R R G R
RETT =R o T 1
1. (J_7J_) (T7T)
R = RW1 [y — 18] L, g Eiig gigg
R R a (LY (1)
Rgl'+1 _ Rgl'_H ' 5 (L,L)
R§‘+1 _ R:EH»I [y o Rt’+1 (y)/u2:| 6 (L,L)
R§i+1 RuH»l ﬁl I(X) # Rﬁ:+1( )]
Rgi+1 _ RgH—l

WP S a9y



Exemple de calcul du point fixe abstrait

oX = rand(O, 12) iy = 15; X=X—-Y
. 6 be————"—"4
while >(x > 0) { y=y+8
3y =y /2;
X =X—Y; x<0 y=vy/2
5y =y +8;
Y6
0 1 2 3
x = rand(0, 12) y =15 x>0
i+1 1| R R R
Ry = o O R R G R
RETT =R o T 1] (L1) (T,7)
1, ) 5
R = RW1 [y — 15] L, g Ei B g igg
R R s (LD (1)
RET = RET , 5| (L1 (1.7
Rﬁ'“ = R§'+l [y — Rﬁ'“(y)/ﬁg] 6| (L,1)
RnHrl _ Rtl+1 le I(X) # RnH»l( )]

ﬁ'+1 i+1
R =R}

WP S a9y



Exemple de calcul du point fixe abstrait

ox = rand(0, 12) ;;y = 15; ; 5 X=X—y A
while >(x > 0) { y=y+8
3y =y /2;
X =X—-Y; x<0 y=vy/2
sy =y +38;
}6
0 1 2 3
x = rand(0, 12) y =15 x>0
0 1 2

Rf'+1 _ Rgl+1 [X — T]

(L, 1) (T,T)
i+1 i+1
Ry =Rl [y 15] L,

(L, L) (T,15)

SO WN - O
—
'_
'_
~

R [y R )49 o
R§i+1 _ RgH—l (L,L) (T,?)
R£i+1 _ R§i+1 [y . Rui+1(y)/u2:| (L,1) (T,15)
R§i+1 RWH ﬁl l(x) # Ru'+1( )]

gitl  pitl
RE™ = R

/.‘} __onera 20/1



Exemple de calcul du point fixe abstrait

oX = rand(O, 12) iy = 15; X=X-—-Y
while »(x > 0) { 6 5 4
y=y+38
3y =y/2;
X =X—-Y; x<0 y=vy/2
sy =y +8;
Y6
0 1 2 3
x = rand(0, 12) y =15 x>0
yit1 RI’ R RY
Ro ., = Tar D (. (0N

Rf'+1 _ RgH»l [X — T]

(L, 1) (T,T)
i+1 i+1
Ry =Rl [y 15] L,

(L, L) (T,15)

SO WN - O
—
'_
'_
~

i T,15)

RET, oy RE # (T,

i+1 5i+Ly s (y) * } (Lv l) (T, 7)

R =R} (L) (7.7
i+1 i+1 i+1 1,1 T,15

R =R bwﬂ )/ (LD (.19
i+1 i+1 i+1 i+1

R{" =Ri R 00— Ry ()]

gitl i+1
R =R}

/.‘} _Onera 20/1



Exemple de calcul du point fixe abstrait

ox = rand(0, 12);;y = 15; X=x—y
while »(x > 0) { 6 5 4
y=y+38
3y =y /2;
X=X —Y; x <0 y=vy/2
sy =Yy +8;
Yo
0 1 2 3
x = rand(0, 12) y =15 x>0
RE T, R® RF RP

(L, (1,7) (1,7
(L, (T,7) (71,1
(L, L) (T,15)

i+1 i+1
R} L RY . [x > T]
1 1
RE™ =R{" [y~ 15U,

SO WN - O
—
'_
'_
~

i T,15)

RET, oy RE # (T,

i+1 5i+[1y s (y) * } (Lv l) (T, 7)

R =R} (L) (7.7
i+1 i+1 i+1 1,1 T,15

R =R bwﬂ )/ (LD (.19
i+1 i+1 i+1 i+1

RET = RET [ RET 00— RET )]

gitl i+1
R =R}

e PP



Exemple de calcul du point fixe abstrait

oX = rand(O, 12) iy = 15; X=X-—-Y
while »(x > 0) { 0 > 4
s ; y=y+38
3y =y /2;
X=X —y; x<0 y=y/2
sy =y +8;
}6
0 1 2 3
x = rand(0, 12) y =15 x>0
i R R AP
R(;iﬂ B R;;H 0l (LD (. (o
1. =Ry [x—T] (L (T.m) (7,7
R§1+1 _ le:l'Jrl [y . 15] uflr :2)’ Ei, ig E¥7 i:g (T, 15)
AR sl (LD (T
RET = RET , 5| (L) (T.7)
R£’+1 _ R§l+l [y o RuHrl(y)/ﬁQ] 6 | (L,L) (T,15)
R§I:+1 RuH»l ﬁl l(x) # Rul+1( )] ﬁ
Rgl+1 _ R§I+1 (T, 15) Um‘ (T 7 + 8)

L A N



Exemple de calcul du point fixe abstrait

oX = rand(O, 12) iy = 15; X=X-—-Y
while 2(x > 0) { 0 > +
_ . y=y+38
3y =y /2;
X=X —y; x <0 y=y/2
sy =y +8;
Y6
0 1 2 3
x = rand(0, 12) y =15 x>0
i+1 1| RE° R R
R§,+1 =Tar 0 (L,IL) (T,’T) (T,IT)
R R ks T 1] (L1 (T,T) (T,7)
1, 0. 5 5 N
D e T
R o R+ sl @y Ty
R = RET , 5| (L1 (1.7
R£:+1 _ RWH [y o Ru'+1(y)/”2] 6 | (L,L) (T,15)
R§i+1 RuH»l ﬁl l(x) # Ru'+1( )]

gitl i+1
R =R}

W _owe 20/1



Exemple de calcul du point fixe abstrait

oX = rand(O, 12) iy = 15; X=X-—-Y
. 6 be—————14
hil
Wlez(j>0):{ y=y+8
3y =y /2;
X=X —y; x <0 y=y/2
sy =y +8;
Y6
0 1 2 3
x = rand(0, 12) y =15 x>0
yit1 1| R R RY
Ry = Tur 0l (LD (.1 (.7
R R ks T 1] (L1 (T,T) (T,7)
1, 0. 5 5 N
ARy | h e o
Ry R+ s (LD (T (1)
R = RET , 5| (L1 (1.7
Rflﬂ _ R§,+1 [y . Rtlﬂ(y)/uQ] 6 | (L,L) (T,15)
R§i+1 RuH»l ﬁl l(x) # Ru'+1( )]
Rgi+1 _ RgH—l

e o,



Exemple de calcul du point fixe abstrait

ox = rand(0, 12) ;;y = 15; X=X—y
while »(x > 0) { 6 5 4
y=y+38
3y =y/2;
X =X—Y; x<0 y=vy/2
5y =Yy +38;
Y6
0 1 2 3
x = rand(0, 12) y =15 x>0
i+1 1| RE° R R#®
Re = T, O R e R )
RI" =Ry x> T] 1 (LY (M1 (T
A | dh o o
. Rﬁ. [y RE) + 8] s (LD (T (T
L , 5| (L) () (T.7)
R}‘ilﬂ _ R§:+1 [y = Rulﬂ(y)/ﬁQ] 6 | (L,1) (T,15)
RnHrl _ Rtl+1 le I(X) # RnH»l( )]

ﬁ'+1 i+1
R =R}

WP S a9y



Exemple de calcul du point fixe abstrait

oX = rand(O, 12) iy = 15; X=X-—-Y
while 2(x > 0) { 0 > +
y=y+38
3y =y /2;
X=X —VY; x <0 y=y/2
sy =y +8;
Y6
0 1 2 3
x = rand(0, 12) y =15 x>0
i+1 1| RE° R R
RE = Tor 0L (LT (T.7)
R R ks T 1] (L1 (T,T) (T,7)
1, 0. 5 5 N
R At Tl o
Ry R+ s (LD (T (T
R = RET , 5| (L) (L) (T.7)
R£:+1 _ R§:+1 [y = R”'H(y)/b] 6 | (L,1) (T,18) (T,15)
R§i+1 RuH»l ﬁl l(x) # Ru'+1( )]

gitl  pitl
RE™ = R

W _owe 20/1



Exemple de calcul du point fixe abstrait

oX = rand(O, 12) iy = 15; X=X-—-Y
. 6 be—————14
while >(x > 0) { y=y+8
3y =y /2;
IX=X—Y; x <0 y=y/2
sy =y +38;
}6
0 1 2 3
x = rand(0, 12) y =15 x>0
yit1 1| R R RY
Ry = Tur 0l (LD (.1 (.7
R R ks T 1] (L1 (T,T) (T,7)
1, 0. 5 5 N
i o
Ry RED) 4] d| (0D (T (T
R - R . 50 (L1) (T, (T.7)
R R [y = R”'“(y)/ﬁz] 6| (L, L) (T,15) (T,15)
RET = RET [ RET 00 - RET ()] _ o
P On a atteint le point fixe!

W _owe 20/1



A bit of theory Two problems to solve

Result

Termination
The fixpoint interation terminates if the underlying lattice is of
finite height.

:
Laure Gonnord (M1/DI-ENSL) Compilation and Program Analysis (#9): Abstract Interpretation 2016 « 24 /40 —



A bit of theory Computing Invariants in infinite height lattices.

0 Come back on dataflow

© A it of theory

@ Computing Invariants in infinite height lattices.

:
Laure Gonnord (M1/DI-ENSL) Compilation and Program Analysis (#9): Abstract Interpretation 2016 « 25/40 —



A bit of theory Computing Invariants in infinite height lattices.

In a nutshell

The two problems also occur :
@ representation of sets of valuations.
@ abstract transitions (transfer functions).

there is another one, how to terminate !

:
Laure Gonnord (M1/DI-ENSL) Compilation and Program Analysis (#9): Abstract Interpretation 2016 « 26/40 —



A bit of theory Computing Invariants in infinite height lattices.

A first example - Intervals

Try to compute an interval for each variable at each program
point using interval arithmetic :

assume(x >= 0 && x<= 1);
assume(y >= 2 && y= 3);
assume(z >= 3 && z= 4);
t = (x+y) * z;

Interval for z ? [6, 16]

:
Laure Gonnord (M1/DI-ENSL) Compilation and Program Analysis (#9): Abstract Interpretation 2016 « 27 /40 —



A bit of theory Computing Invariants in infinite height lattices.

The interval lattice

Todo Picture!

:
Laure Gonnord (M1/DI-ENSL) Compilation and Program Analysis (#9): Abstract Interpretation 2016 « 28/40 —



A bit of theory Computing Invariants in infinite height lattices.

An example that terminates

int x=0;
while (x<1000) {

X=X+1;
}
Loop iterations [0, 0], [0, 1], [0, 2], [0, 3],...
How ? ¢(X) = Initial state U R(X), thus
#(la,b]) = {0} U [a + 1, min(b,999) + 1]

» Stricly growing interval during 1000 iterations, then
stabilizes : [0, 1000] is an invariant.

Laure Gonnord (M1/DI-ENSL) Compilation and Program Analysis (#9): Abstract Interpretation 2016 «29/40 —



A bit of theory Computing Invariants in infinite height lattices.

Termination Problem

Third problem to cope with : stopping the computation :

@ Too many computations

@ unbounded loops

:
Laure Gonnord (M1/DI-ENSL) Compilation and Program Analysis (#9): Abstract Interpretation 2016 «30/40 —



A bit of theory Computing Invariants in infinite height lattices.

One solution. ..
Extrapolation!
[0, 0], 0,1], [0, 2], [0,3] = [0, +00)

Push interval :

int x=0; /« [0, 0] =«/

while /« [0, +infty)s/ (x<1000) {
[+ [0, 999] x/
X=X+1;
/% [1, 1000] =/

}

Yes ! [0, oo is stable !

Laure Gonnord (M1/DI-ENSL) Compilation and Program Analysis (#9): Abstract Interpretation 2016 «31/40 —



A bit of theory Computing Invariants in infinite height lattices.

Computing inductive invariants as intervals

@ Representation : intervals. The union leads to an
overapproximation.
@ We don’t know how to compute R(P) with P interval (The
statements may be too complex, ...)
» Replace computation by simpler over-approximation
R(X) C R¥Y(X).
@ The convergence is ensured by extrapolation/widening.
» We always compute ¢*(X) with : ¢(X) C ¢*(X)
In the end, over-approximation of the least fixed point of ¢.

Laure Gonnord (M1/DI-ENSL) Compilation and Program Analysis (#9): Abstract Interpretation 2016 « 32/40 —



A bit of theory Computing Invariants in infinite height lattices.

Computing inductive invariants as intervals - 2

(abstract) Interval operations :
@ +,—, x onintervals : interval arithmetic
@ union : [a, b] U [c, d] : loosing info !
@ widening : (I[1 VI, with I; C 1)

1VI=1I
[a,b]V]e,d] = [if c < athen — oo else a,
if d > bthen + oo else b]

The idea is to infer the dynamic of the intervals thanks to the
first terms.

:
Laure Gonnord (M1/DI-ENSL) Compilation and Program Analysis (#9): Abstract Interpretation 2016 « 33/40 —



A bit of theory Computing Invariants in infinite height lattices.

Computing inductive invariants as intervals - 3
The widening operator being designed, we compute (z C F(x))

S0, Y1 = SoVE(S0), Y2 = iVE(Y:) . ..

finite computation instead of : $o, F(X¢), F2(X0), . . . which
can be infinite.

Theorem

(Cousot/Cousot 77) Iteratively computing the reachable states
from the entry point with the interval operators and applying
widening at entry nodes of loops converges in a finite number
of steps to a overapproximation of the least invariant (aka
postfixpoint).

o’

» The widening operators must satisfy the non ascending chain
condition (see Cousot/Cousot 1977).

Laure Gonnord (M1/DI-ENSL) Compilation and Program Analysis (#9): Abstract Interpretation 2016 «34/40 —



A bit of theory Computing Invariants in infinite height lattices.

Invariants for programs - ex 1

» z € [0, +o0] in loop.

Laure Gonnord (M1/DI-ENSL) Compilation and Program Analysis (#9): Abstract Interpretation 2016 «35/40 —



A bit of theory Computing Invariants in infinite height lattices.

Computing inductive invariants as intervals - ex 2

x = random(0,7);

Yy = COS(X)+X

while (y<=100) {
if (x>2) x——;

else {
y = -4
X——;

:
Laure Gonnord (M1/DI-ENSL) Compilation and Program Analysis (#9): Abstract Interpretation 2016 «36/40 —



A bit of theory Computing Invariants in infinite height lattices.

Nested loops / Several loops

(Bourdoncle, 1992) Computing strongly connected
subcomponents and iterate inside each :

0

Gray nodes are widening nodes

:
Laure Gonnord (M1/DI-ENSL) Compilation and Program Analysis (#9): Abstract Interpretation 2016 « 37/40 —



A bit of theory

Improving precision after convergence

int x=0; /=«
while /« [0,
/[« [0,
X=X+1;
/% [1,

}

+infty ) */

999] «/

1000]

0] =/
(x<1000) {

*/

Computing Invariants in infinite height lattices.

we got [0, +o00) instead of [0,999]. Run one more iteration of the
loop : {0} LI[1,1000] = [0, 1000]. Check if [0,1000] is an inductive

invariant ? YES
» This is called narrowing or descending sequence : ends

when we have an inductive invariant or after k applications of
the transition function.

Laure Gonnord (M1/DI-ENSL)

Compilation and Program Analysis (#9): Abstract Interpretation 2016

«38/40 —



A bit of theory Computing Invariants in infinite height lattices.

And then ?

Plenty of ways to improve precision » research problems.

:
Laure Gonnord (M1/DI-ENSL) Compilation and Program Analysis (#9): Abstract Interpretation 2016 «39/40 —



A bit of theory Computing Invariants in infinite height lattices.

Designing abstract domains

@ give «, v and union, intersection, emptyset test.
@ abstract transfer functions.

@ (optional) give a widening operator.

:
Laure Gonnord (M1/DI-ENSL) Compilation and Program Analysis (#9): Abstract Interpretation 2016 «40/40 —
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