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Couche Haute
Handshake Protocole

» Sous-couche haute de SSL

» Services rendus:
o Authentification (forte)
o Etablissement de la connexion

» Principe : Déclarer un contexte de variables
o Numéros de messages

o Clés de chiffrement
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Change Cipher Spec Protocol
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| Fatal Alert

” ~—>Warning Alert

Unexpected message- an inappropriate message was
recetved.

close motify- notifies recipient that the sender terminates the connection.

|Bad_rec0rd_mac- bad MAC calculation.

‘no_certificate- the client has no appropriate certificate.

Decompression_failure- the length after decompression
exceeded its maximum.

bad_certificate-the received certificate is damaged.

Handshake failure- indicates an error in negotiation of
security parameters.

Unsupported certificate-the certificate 1s of unsupported type.

Illegal parameter- mconsistency within fields of the
Handshake protocol.

Certificate revoked- the certificate was canceled by its signer.

Certificate expired- the certificate vahdity expired.

Certificate unknown- an unexpected matter arose in processing the

certificate, making it unacceptable.







Attaques (2)
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Attaques(3)

» Short block
o Pas de short block

» Homme du milieu (« MITM »)

o Authentification rigoureuse

» Dictionary attacks

o This attack works in a situation when an attacker knows some of the
plain text in the original message. In this case, an attacker would try
to encrypt the known part of the plain text with every possible ke
until he found occurrences in the cipher text itself. If one is found,
the whole message can be decrypted with the suitable key.

o SSL prevents this attack by using strong encryption algorithms, like
IDEA (128 bits) or 3DES (168 bits).
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